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(1/18) @ethereum Fundamentals: PoW Blocks

Every ~15 seconds a new $ETH block is born... ever wondered
what's inside?

A field-by-field guide to the building blocks that make up the

blockchain.

Ethereum Blocks (PoW)
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(2/18) @ethereum is the World Computer: a globally shared utility that exists between a
network of 1000s of computers, each running a local version of the Ethereum Virtual
Machine (EVM)

These nodes coordinate and sync their actions by building, proposing and distributing blocks
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(3/18) Prerequisite - Merkle Trees

Merkle Tree: data structure used to organize and encrypt huge data sets. Merkle Proofs can
be used to efficiently verify that data exists in a dataset (confirmation a piece of data exists

without transferring the whole dataset).
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(1/13) Computer Science 201: Merkle Trees and
Merkle Proofs

If you want to understand @Bitcoin, @ethereum
and blockchain technology, you need to learn:

- How a Merkle trees expresses a large dataset
- How a Merkle proof works
- Why a Markle tree is so efficient

Merkle Trees and Proofs
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(4/18) An @ethereum block is made up of 3 parts:

- Header, including all the metadata of the block
- Transactions, a list of all the transactions included in the block
- Uncles, management of uncles (a block that was broadcast simultaneously with another but

not chosen)

4 PoW Block
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(5/18) Header - information about the block

The attached images show all the header fields. We will discuss the non-obvious ones in

below.

timestamp - the date/time when the block was created, as reported by the block proposer

parentHash
timestamp

hash

miner

number

size

difficulty
totalDifficulty
nonce

mixHash
baseFeePerGas
gasUsed

gasLimit

! stateRoot
i transactionsRoot
' receiptsRoot
logsBloom

extraData

hash of the previous block

time of block creation
hash of the current block
successful miner

index, blockchain length
data in block (bytes)
difficulty used for block
cumulative difficulty

extra data used for hash

intermediate value for hash

min cost of gas, burned
gas available to block
gas used by block

EVM state Merkle tree
block txns Merkle tree
txns receipt Merkle tree

probabilistic block search

superfluous, for humans

"baseFeePerGas":10722823121,
"difficulty":12210393188237902,
"extraData": "0x75732d77657374312d37",
"gasLimit":30087829,

"0x479c9dca8a806183261d7b3c2c69844a1a5ch3eaeTe10b4d8298f 36207346 ,

" : "0xbb61543C5700c88C15900980e2155b772a4013F22600027024d9983960b3535180e4c51
xea674fdde714fd979de3edf0f56aa9716b898ecs" ,
"@x206d87b36e654ce6ac0h393dc90215ca8bab  faabf371d444a26d88242e4cf5"
x51a3ace78429105¢",

9910,

"parentHash" : "@x6ecade47b43e0ad7221a9be76310b48a6340d5bae8842e0903b94c7ce671123",
"receiptsRoot" : "0xf994dfb3eatf2cd2fb266ae3ad1d91823113F9bob68bb2aa2629839574ed7858" .

"size":74350,

"stateRoot": "0xc09c2f18fbf2baf41a79ac88206a8c01cd92de28f 4ec8608921937F1766ca269"
"timestamp":1662686261,

"totalDifficulty":5.8291166840778618289635e+22,

"transactionsRoot": "0x956d81175729074ac30982992b262300c2920bd337362268F7319919f6592a6"

(6/18) difficulty - a value that approximates the time a miner should calculate a hash
function before finding a block. Network hash rate / difficulty = average block time

totalDifficulty - the cumulative value of the difficult required to build the chain up until this

block

(7/18) nonce - extra data miners add to a block before hashing. A block is created when this

hash matches a specific value; mining is the process of attempting to find this value by

altering the nonce.

mixHash - intermediate value calculated from nonce, used for validation

(8/18) baseFeePerGas - EIP-1559 created a minimum cost (base fee) for each unit of gas.

When a block is created, the entire base fee is burned. The value changes based on how full

the previous block was (max change of 12.5% per block).

gasLimit - total gas available to the block

(9/18) stateRoot - the root hash of a Merkle tree which stores the entire state of the EVM
(account balances, contract storage, contract code, etc)

transactionsRoot - the root hash of a Merkle tree which stores the transactions contained

within the block.
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(10/18) receiptsRoot - the root hash of a Merkle tree which stores the receipts created by the
transactions in a block. A receipt includes: block number, block hash, associated contracts,

gas used, the stateRoot at the time (before) transaction, etc.

(11/18) logsBloom - a Bloom filter is a probabilistic structure that allows a user to filter
through each element in the block. logsBloom minimize the number of queries a client needs

to make.

https://llimllib.github.io/bloomfilter-tutorial/

(12/18) extraData - an (optional) 32-byte field in which block proposers can put anything
they want. Often used by mining pools to log their blocks.

(13/18) Transactions - an ordered list of all the transactions executed within the block.

Transactions

"transactions”:[
"0xfofdebd8221153d89f8a235e0284a05f 3b3bd4a73dbc72bd01£24F34506bF07" ,
"0xa4b89100e12604F94f F399d04377299051e88c995¢9709cd2baef113381£0987" ,
"0x6582df4448ceeb: 69ce43282edag2d78f: i

"0xdsbdcf8323ccff652469b5cdfd61ae45134664233d2ea5709715dce39673320",
"0x2e627ecfdfd8928f30F9006459827b1192d91937a725ech17d520d00F93F 11F",
"0x87f4074722ee37e77233b536a7ed0b2d4cb0236cf 30ef2d51 fec891209cTebfe",
"0xc5c407bae58c88aTe9e79822585ae21a361ab575ee4252d57229ead8bseof 1b"

1,
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(14/18) For more information about the structure of @ethereum transactions, please see this

thread:
Haym Salomon y
@SalomonCrypto - Follow
(1/18) @ethereum Fundamentals: Transactions

Sent $ETH? LP'ed into an AMM? Deployed a new
contract? Everything you do on the World Computer
leaves an on-chain record. Ever wonder what's
inside your transactions?

A field-by-field guide to the atomic unit of
Ethereum computing

Ethereum Transaction
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(15/18) Uncles - a list of the blocks "uncled" by this block.

Unless you're a core dev and/or battling in the MEV world, you can safely skip this subject

for now.

nciles

uncles blocks uncled (list)

"sha3Uncles": "0xbafb1b107e435d435125d28b3424a7e15505f 1df601f3fb54260d905¢55588a" ,

"uncles":[
"ox3f3c2d9fefe51f21ec3341fa50e0d5f f373defaca003foeadb85c794f 11aae6"
d
>

(16/18) Uncle blocks are created when 2 blocks are mined and sent to the network
simultaneously. The block that gets validated by more nodes gets added to the blockchain.

The other block becomes an uncle block. Uncle blocks are recorded, but do not affect the
EVM state.
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(17/18) shagUncles - the root hash of a Merkle tree which stores all uncles for a given parent

uncles - a list of the blocks uncled by this block

(18/18) And there you have it! That's an @ethereum (Proof of Work) block!

{

"baseFeePerGas":10722823121,

"difficulty":12210393188237902,

"extraData":"@x75732d77657374312d37",

"gasLimit":30087829,

"gasUsed":12806368,

"hash": "@x479c9dca8a806183261d7b3c2c69844a1a5ch3eae7e10b4d8298f3c6cf207346",
"logsBloom": "@xbb61543c5700c88c15900980e2155b772a4013122600027024d9983960b3535180e4c51
"miner":"@xea674fdde714fd979de3edf@f56aa9716b898ec8",

"mixHash": "@x206d87b36e654ee6aedb393dc90215ca8babffcaabf371d444a26d88242e4cf5",
"nonce": "@x51a3ace784291085¢",

"number":15499910,

"parentHash": "@x6ecade47b43e0ad7221a9be76f310b48a6340d5bae8842e0903b94c7ce671123",
"receiptsRoot": "0xf994dfb3eaéf2cd2fb266ae3ad1d91823113f9b0b68bb2aa2629839574ed7858",
"sha3Uncles": "@x1dcc4de8dec75d7aab85b567b6ccd41ad312451b948a7413f0a142fd40d49347",
"size":74350,

"stateRoot": "@xcB9c2f18fbf2bef41a79ac88206a8c@1cd92de28f4ec8608921937f1766ca269",
"timestamp":1662686261,

"totalDifficulty":5.8291166840778618289635e+22,

"transactions":[ @@ 1,

"transactionsRoot": "@x956d81175729074ac30982992b262300c29a0bd337362268f73f19919f6592a6"
"uncles":[ @D ]

Like what you read? Help me spread the word by retweeting the thread (linked below).
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